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(54) METHOD OF EXCHANGING CIPHER INFORMATION 

(57)Abstract: 

PROBLEM TO BE SOLVED: To exchange information through an 
open information communication network by specifying a 
communication partner with security ensured. 

SOLUTION: A primary station 1 generates a cryptographic key or a 
cryptographic key and an encipherment system 1 1 on a request 
from an application service or a user 3, and updates and manages 
the cryptographic key or the cryptographic key and enciphement 
system 1 1 corresponding to a user identification code 9 for the 
primary station cryptographic key management data 13 and 
distributes them to secondary stations 2. The secondary stations 
update and manage the cryptographic key or cryptographic key and 
encipherment system 11 distributed to secondary station 
cryptographic key management data 14 corresponding to the user 
identification code 9. The user 3 ciphers or deciphers the 
information by the cryptographic key or the cryptographic key and 
encipherment system 1 1 stored at the secondary station for 
transmitting and receiving the information, and uses the result of 
the executed application service. 
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